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Modern manufacturing and process operations are often physically distributed over large 
areas, and consist of multiple cells of automation , each having its own part to play in the 
overall process-flow. The control systems  in these automation cells may have evolved over 
a long period of time and/or been supplied by a number of different manufacturers. To 
function efficiently, these cells must talk to each other, but establishing communications 
between them can present some challenges.

As an example of a distributed system, the diagram below shows a Floating Production 
Storage and Offloading (FPSO) installation. This is a floating facility used in the oil and gas 
industry and is usually based on a (converted) oil tanker hull. It is equipped with  
hydrocarbon processing equipment for separation and treatment of crude oil, water and 
gases, arriving on board from sub-sea oil wells via flexible pipelines.  
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Introduction

To operate effectively all the control elements of this installation must be highly  
interconnected, with large numbers of sensors , local controllers, actuators, readouts and 
HMI panels all communicating with each other in real-time. 
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In addition to the need  to link up the various local 
elements of an offshore installation, further remote 
connections into the company’s shore-based back-
office systems, MES and MRP systems may  
also be required. Such links can be provided  
by a variety of technologies including radio  
or microwave links, undersea cables, or  
by satellite.

Similar requirements exist in on-shore  
manufacturing and processing operations, where 
separate automation cells must be interconnected  
to provide a continuous and coordinated  
process-flow.
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Over the years a number of technologies and standards have evolved to fill the need for 
local plant-level communications , including:

 - Point-to-point wiring supporting one-to-one analogue communications
  e.g. Current loop, 4-20mA Current Loop

 - Point-to-point wiring supporting one-to-one  digital communications
  e.g. RS232

 - Multidrop wiring supporting one-to-many digital communications
  e.g. RS485, RS422, HART, AS-i

 - Serial Digital Fieldbuses
  e.g. HART, MODBUS-RTU, PROFIBUS (DP & PA), FF H1

 - Ethernet-based Fieldbuses
  e.g. MODBUS-TCP, ETHERNET-IP, PROFINET, FF-HSE 

Evolving Communications 
Standards

When electronic instruments began to appear in process control applications, the 
dominant standard for connecting an instrument to its readout or controller was the 
current loop, and specifically the 4-20mA current-loop. 

Extensively used in the oil and gas and other process-  oriented industries,  current loop 
provides a reliable and inexpensive method of wiring a plant or oil-rig, specifically for 
connecting field devices to the process control system.

4-20mA loop is a variant of current-loop which is optimised for connecting remote sensors 
(such as  flowmeters,  temperature transmitters etc.) to a controller or a display, while 
providing an element of diagnostic capability for the connection. The current in the 
wire represents an analogue value from the sensor, with  the minimum current of 4mA 
providing a method of detecting wiring faults such as short- and open-circuits.

Current Loop Interfaces
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The connection medium is a pair of wires, typically twisted-pair for increased noise 
immunity, and sometimes shielded for extra protection.

In a two-wire configuration the individual devices can be directly powered from the loop 
but in some installations a total of 4 wires are used, with a separate pair providing power. 

Limitations:
However, because it was originally designed for simple point-to-point systems, the current- 
loop concept has a number of operational limitations e.g. it provides for only a simplex 
(one-way) communication of data, and only one transmitter can be present on the loop at 
any one time. 
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Field-level buses provide plant-wide serial digital communications , joining instruments to 
readouts, actuators to controllers etc.

Gateways provide access to other layers of the corporate infrastructure.

Fieldbus overview

Fieldbuses can be grouped into 3 main categories, depending on  the device type and 
application for which they were designed:

 - Sensor bus
 - Device bus
 - Fieldbus 
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PROFIBUS DP & PA
 
Of all the different types of fieldbus available, PROFIBUS is one of the most  widely-
supported industry-standards, with dozens of manufacturers producing hundreds of 
different types of PROFIBUS-compatible equipment, including PLCs and other controllers, 
remote I/O modules,  gateways,  repeaters, hubs, monitoring & diagnostic equipment, etc. 
PROFIBUS is the only fieldbus which supports both the Device Bus and Fieldbus categories 
as defined in the diagram above.

A number of application-specific profiles have been defined for PROFIBUS,   including 
PROFIsafe for safety-critical  applications, PROFIenergy for energy  conservation and 
PROFIdrive for motor  control.

PROFIBUS exists in 2 main formats, DP ( Distributed Peripherals) and PA (Process 
Automation).

PROFIBUS DP is optimised  for use in discrete manufacturing / factory automation/motor 
drive  applications. DP runs on RS-485 cabling and the maximum clock rate is 12Mbit/s.
PROFIBUS PA is a variant designed primarily for use with analogue instrumentation  where  
the variables change relatively slowly. PA runs on twisted-pair cabling at a maximum clock 
rate of 31.25 kbit/s and can be used in hazardous areas such as Ex Zone 0 and Zone 1.

The digital communications information is superimposed on the power lines, enabling 
both power and signal to be carried over a single pair of wires  (see diagram).

PROFIBUS PA , in common with Foundation Fieldbus,  supplies power to the devices on the 
network directly from the bus, doing away with the need for additional power connections.
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This makes it easy and cost-effective to upgrade existing current-loop interfaces to fieldbus 
without changing the wiring.

Examples of Fieldbus Waveforms:
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Once a Fieldbus has been installed the door is open to running a wide range of useful 
management and configuration tools.

For example using software tools such as PactWare or Endress & Hausers’ FieldCare in 
conjunction with a suitable hardware interface device it is possible to connect to each 
device on a network in turn from a single access point on that network. For devices having 
electronic ( as opposed to physical DIP or rotary) switches to set the address, it is also 
possible to set device addresses remotely from a single point. 

This can save valuable time when commissioning or extending a network.

Asset Management & Device 
Configuration

For analogue instruments containing Function-  and Transducer- Blocks e.g.
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Parameters such as units, limits, thresholds, scaling factors etc. can be set or changed  
within FieldCare.

The AMS Asset Management Package ( also from Endress & Hauser) provides centralised 
access to devices on fieldbus networks via a suitable gateway such as the Softing FIM-110FF.
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Asset management packages provide cradle-to-grave supervision of the devices on a 
network, covering setup and commissioning, calibration, ongoing maintenance and 
documentation.
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OPC and OPC UA ( Unified Architecture)  are important 
technologies which provide data bridging between a 
manufacturing line or process and the wider IT world.

Originally developed to allow control devices from different manufacturers to 
communicate with each other, OPC has evolved into a comprehensive framework for 
sharing process data at all levels of the enterprise.

OPC servers are available for a wide variety of fieldbuses and provide standard 
communication interfaces between PLCs, DCS etc on the server side to SCADA systems, HMI 
panels, ERP packages and historians on the client side.

Open Platform 
Communications with OPC and 
OPC UA 
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There can be several factors precipitating or influencing an upgrade- or –replace decision.
One of the main ones is wear-out and obsolescence. Many of the installations that use 
current-loop were installed a long time ago and are now ripe for upgrading and renewal. 

As old & creaky infrastructure wears out and reaches the end of its useful life, there comes  
a point where it is no longer economical to continue with maintenance. 

Another factor can be the evolving needs of the business, for example:
 1) Lean- and -Flexible manufacturing has become the holy grail. 
 2) New legislation comes into effect in the areas of energy-efficiency, pollution  
  and waste management.
 3) The QA department require more traceability of the process
 4) The director of operations goes on a six-sigma training course, and comes back  
  with a lot of innovative ideas about how to streamline production.
 5) The materials manager wants to implement a just-in-time delivery system.
 6) The production manager reads an article about something called OEE (Overall  
  Equipment Effectiveness).

So suddenly we find that the old communication and control infrastructure that was 
installed twenty years ago just isn’t up to the job any more. Where does this leave our plant 
with its instrumentation based on current-loop interfaces? As we have seen previously, 
these are somewhat limited in performance and functionality:

 - Only a single variable can be read at a time

 - They use complex wiring – with (at least) one pair of wires being required for each  
    instrument

 - Limited ability to exchange data with the rest of the enterprise.

Upgrade or replace?
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On the other hand, modern fieldbuses offer a range of potential advantages:

 - Additional Functionality – e.g. Asset management, network configuration tools

 - One-to-many connections – saves on wiring (but can also use existing)

 - Half-and full-duplex communication – making better use of connection    
   infrastructure

 - Supports  Cyclic and acyclic communications
 
 - Fault detection and correction

 - Direct Connection via OPC to SCADA, ERP, MES, and OPC-Clients, enabling both  
   plant-wide and plant-to-plant communications 
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Before deciding to either upgrade or replace the existing control systems, a number of 
factors must be taken into account. For example, on existing installations, where a lot of  
infrastructure is already in place and may be hard to access (e.g. in a mine or under the 
sea), it may make sense to retain the current-loop wiring when upgrading to a fieldbus.e.g. 
to save cost or to minimise upgrade downtime etc.

Another factor is network speed, or throughput. 

Yet another is whether the operating environment is considered to be hazardous, e.g. is 
there a risk of fire or explosion.(See Appendix).

Depending on the above and other factors we have a number of options for  upgrading to a 
fieldbus as summarised in the following table:

Selection Factors 

Some serial-based fieldbuses e.g. HART, PROFIBUS PA and FF are  specifically designed to run 
on the twisted pair wiring used by current-loop interfaces. (Although HART is a classed as a 
sensor bus and not a full-functional fieldbus.)

Of these, both PROFIBUS PA and Foundation Fieldbus have a number of attributes which 
lend themselves to direct upgrade/replacement of Current-Loop Interfaces, including:

 - support for IS ( Intrinsic Safety) in EX-Zone 0 and Zone 1 hazardous areas, provided  
   the rules on bus-loading are observed

 - can be used as a substitute for the analog 4 to 20 mA  technology

 - achieves cost savings of over 40% in planning, cabling,  commissioning and   
   maintenance 

 - combined signal and power over a single pair of wires

 - offers a significant increase in  functionality and security

This gives the potential to convert from one system to another,  without the need for 
extensive (and expensive) rewiring.
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Current loop interfaces between plant instrumentation and controllers or readouts have 
been in use for many years and some are now reaching the end of their operational lives.
The requirements of manufacturing operations are changing in response to a number of 
“push-and pull” factors. 

On the push-side, there are environmental factors, globalisation, the need to conserve 
energy and competitive pressure. Pull-factors include the Industry 4.0 initiative, the 
Internet of Things and Industrial Ethernet.

One option is to upgrade to a modern digital fieldbus such as PROFIBUS , Foundation 
Fieldbus, or one of the Ethernet based fieldbuses such as PROFINET or Ethernet IP.
The choice of fieldbus depends on a number of factors, such as whether any of the 
equipment is installed  in a hazardous areas, whether it is required to re-use existing 
wiring, network  performance requirements etc.

There are many potential benefits of such an upgrade, including the ability to commission 
and parameterise devices remotely over the network.

Clearly there is a cost involved in upgrading, particularly where this involves installing new 
wiring, but the pay-back in terms of additional functionality, improved diagnostics  and 
reduced maintenance are easy to demonstrate in most cases.

Conclusion
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Hazardous areas are defined as ones in which there is a significant risk of 
fire or explosion resulting either from the process itself or from the materials 
being processed.

Such environments are typically found in the oil & gas industry, mining, food 
and grain processing, pharmaceuticals, chemical plants etc.

The relevant legislation and standards are ATEX/ FISCO Zone 1, Zone 2 etc.

For Instrumentation, Measurement & Control, the relevant standard for Intrinsically Safe 
environments is EXi. 

Appendix: 
Hazardous areas and EX ratings
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